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Abstract

While being very successful in solving many downstream
tasks, the application of deep neural networks is limited in
real-life scenarios because of their susceptibility to domain
shifts such as common corruptions, and adversarial attacks.
The existence of adversarial examples and data corruption
significantly reduces the performance of deep classification
models. Researchers have made strides in developing ro-
bust neural architectures to bolster decisions of deep classi-
fiers. However, most of these works rely on effective adver-
sarial training methods, and predominantly focus on over-
all model robustness, disregarding class-wise differences in
robustness, which are critical. Exploiting weakly robust
classes is a potential avenue for attackers to fool the image
recognition models. Therefore, this study investigates class-
to-class biases across adversarially trained robust classifi-
cation models to understand their latent space structures
and analyze their strong and weak class-wise properties.
We further assess the robustness of classes against common
corruptions and adversarial attacks, recognizing that class
vulnerability extends beyond the number of correct classifi-
cations for a specific class. We find that the number of false
positives of classes as specific target classes significantly
impacts their vulnerability to attacks. Through our analysis
on the Class False Positive Score, we assess a fair evalua-
tion of how susceptible each class is to misclassification.

1. Introduction

Convolutional neural networks (CNNs) have achieved
widespread success in various vision applications including
image classification [8} |13} 27], image segmentation[16],
and object detection [21]. Nonetheless, the existence of ad-
versarial examples [6, 15 15] and common corruptions [[10]
like blurring, zooming, or Gaussian noise, poses challenges
in their real-world deployment. Extensive efforts have been

devoted to defending against these adversarial attacks and
enhancing model generalization [26]. Adversarial train-
ing has emerged as a prominent defense technique to im-
prove the robustness of classification models [1}16]. Prior
works have analyzed adversarial training from different per-
spectives including robust optimization [23]], robust gener-
alization [20]], and training strategy [28 |19} 24]]. Howbeit,
all these previous works have concentrated on improving
the overall model robustness, neglecting the discrepancies
in the robustness of individual classes. This imbalance in
class-wise robustness can be exploited by attackers, who
may target less robust classes. Therefore, a comprehensive
understanding of adversarial training on class-wise robust-
ness is crucial for improving the robustness of classification
models in a meaningful way.

Recently a few studies have emphasized class-wise ro-
bustness disparity in adversarial training [22} 2]. However,
their focus has been limited to comparing class-wise ro-
bust accuracy deviations to identify the vulnerable classes.
While this is important, it is equally crucial to analyze class-
to-class biases to gain insights into the latent space of robust
models. Specifically, understanding which class labels are
assigned erroneously or which classes are predominantly
confused is essential. Therefore, we conduct a comprehen-
sive study of class-wise robust accuracies with particular
emphasis on false positives in class-wise misclassifications,
to improve the understanding of class-wise biases.

2. Background: Network Evaluation Methods

When introducing new models for image classification
tasks, one usually considers the network’s performance in
terms of accuracy[8} 27, [13]]. Such evaluation is most im-
portant, as we do not need a network that classifies ran-
domly and wrongly. Additionally, the evaluation of the net-
work’s robustness received more popularity in the last few
years. Hence, a variety of robustness measures has been
proposed [12]]. On the one hand, common corruptions [10]



have been introduced, which incorporate natural and system
noise that can lead to misclassifications in the classification
systems. On the other hand, adversarial attacks gained a lot
of popularity to evaluate the network’s vulnerabilities. In
consequence, a variety of attacks, e.g. [6} along with
their defenses have been proposed [6]. The robust accu-
racy of a model is thereby usually defined as the model’s
accuracy under a specific adversarial attack or corruption.
Thus, most of these studies focus on improving the over-
all robust accuracy of models under attacks or when fac-
ing corruptions. A few recent works further investigated the
class biases in model accuracy and robustness, arguing for a
fair training process that allows classifying all classes about
equally well [23]22]]. These works also showed that adver-
sarial training seems to amplify class-wise biases in model
accuracy. Yet, only little effort has been devoted to studying
which classes pre-dominantly attract incorrectly classified
samples. To identify such classes, we study in this work
the Class False Positive Score. We further argue that this
perspective provides interesting insights into the model be-
havior and potentially allows to improve our understanding
of the model’s latent space and vulnerability.

2.1. Evaluatiuon Metrics

In this study, we calculate the Class False Positive Score
(CFPS) to assess the vulnerability of each class c; towards
misclassifications with j € {1,...,C} in the classification
model. To calculate the CFPS for a specific class, we cal-
culate the number of misclassifications where samples from
other classes, i.e. samples x; from the test set {z;}¥ | of
size N with labels y; € {c¢; }jC:1 are incorrectly classified
by model fy as this particular class, i.e. the cardinality of
{x;| fo(x:) = ¢j,yi # c;}. We then divide this count by the
total number of misclassifications across all classes,

crPs(ey) = AT O

A higher CFPS for a class indicates that it is more suscep-
tible to being mistakenly assigned to samples from other
classes by the model. The classes that are most likely mis-
taken as other classes have a high chance of manipulation
by attackers, which impacts the overall reliability and secu-
rity of our classification model. This enables us to focus on
improving the robustness of these vulnerable classes.

The CFPS is complementary to the class-wise accuracy
(CWA), which has been predominantly used in previous
works such as [2]], which is defined as

Hail fo(z:) = cj,yi = ¢;}/N
+{wilfo(wi) # cj,ys # ci}|/N. (2)

When evaluated under attack or corruption, we refer to these
metrics as robust accuracy and robust CFPS, respectively.

CWA(c;) =

3. Experiments

Class-Wise Accuracy Analysis. To carry out our exper-
iments, we utilize the CIFAR-10 dataset, a simple and
widely used benchmark for image classification tasks .
For robustness evaluations, we employ adversarially trained
robust models from a standardized adversarial robustness
benchmark [7, 4]. For our analysis, we select standard
classification models like ResNet-18 and ResNet-50 from
the ResNet family [8]], DenseNet-169 [13], PreActResNet-
18[9], WideResNet-70-16 and a recent foundation
model, DINOV2[18]]. The ten classes of CIFAR-10, namely
“airplane’, automobile’, *bird’, ’cat’, ’deer’, *dog’, ’frog’,
“horse’, ’ship’, and ’truck’, are denoted as C1 to C10 re-
spectively in the following sections of the work.
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Figure 1: Class-wise accuracies of CIFAR10 across differ-
ent robust model architectures. The horizontal lines in the
figure depict the average overall accuracy of respective ad-
versarially trained robust models.

Figure [T]illustrates the class-wise accuracy of the afore-
mentioned architectures when evaluated on clean valida-
tion samples from the CIFAR10 dataset. The overall ac-
curacy of each model allows us to categorize classes into
two groups: strong classes and weak classes. This catego-
rization is based on whether a class exhibits a class-wise
accuracy above or below the average overall accuracy of
the model. Notably, we observe that classes C3, C5, and
C6, corresponding to ’bird’, ’deer’, and ’dog’ respectively,
fall into the category of weak classes. This determination
is made due to their relatively lower accuracy compared to
the other classes across different robust models. It is im-
portant to emphasize that this pattern remains consistent re-
gardless of the specific architecture employed for training
the robust models. Nevertheless, it is also not possible to
conclude from this type of class-wise accuracy evaluation
that these weak classes are more susceptible to attacks than
strong classes when targeting the attack on specific classes.

In the context of class-wise robust analysis, previous
research has commonly identified the weak robust classes



[22] 2]]. These determinations were often made by calcu-
lating the class-wise accuracy deviations with respect to the
overall model accuracy or strong class accuracy but they
failed to see a common pattern of weak classes under the in-
fluence of common corruptions and attacks. However, such
approaches may introduce potential biases, as the weakness
of a class could be influenced by the overall model accuracy
or the highest strong class accuracy. To ensure fairness and
impartiality in our evaluation, we evaluate a metric called
the Class False Positive Score, shortly CFPS. This metric
focuses on model misclassifications among the classes in-
dependently of overall accuracy, enabling a comprehensive
analysis of class-to-class biases exhibited by the models.
Class False Positive Score. Our evaluation of the CFPS
for all classes of CIFAR-10 across different neural architec-
tures is presented in figure 2] The results clearly demon-
strate that the CFPS for classes Cl1, and C4 are compar-
atively higher, indicating these classes are highly suscep-
tible to misclassifications. Conversely, the CFPS for the
previously discussed weak classes C3, C5, and C6 is lower
even though their class-wise accuracies are the least, sug-
gesting relatively few samples are misclassified into these
classes than into other classes. This finding underscores the
importance of utilizing the CFPS metric, as it provides a
more comprehensive and informative assessment of class-
wise vulnerability to misclassifications and helps advance
our understanding of the class-wise behavior of models in
image classification tasks.
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Figure 2: Class-wise CFPS of CIFAR10 across different ro-
bust model architectures.

Class-Wise Robustness Analysis Under Common Cor-
ruptions. We assess the consistency of class-wise robust
classification accuracies and CFPSs with commonly cor-
rupted sample types on the CIFAR10C dataset [[11]. Figure
presents class-wise robust accuracies and CFPSs of the
adversarially trained aforementioned models across various
corruption types. Interestingly, weak classes still consis-
tently exhibit the lowest robust classification accuracy even

with the inclusion of common corruptions, while C4 (’cat’)
still maintains the highest CFPS. i.e., the class vulnerabil-
ities to misclassifications remained constant after the addi-
tion of common corruptions but the magnitude of vulnera-
bility varies.

Which classes are more vulnerable to adversarial at-
tacks, weak or highly misclassified? Experiments have re-
vealed that the two indicators of the class-wise performance
of the model (accuracy and CFPS) point to the distinct prop-
erties of the classes. A crucial question here is whether
weak classes based on the least class-wise accuracy or those
that are mostly misclassified as others are more susceptible
to adversarial attacks. Therefore, we further investigate the
influence of adversarial attacks [|17, 6] on class-wise robust-
ness and also evaluate the most likely targetable class under
the influence of attacks. We consider PGD attack [17]] using
ResNet-50 [3] for this experimentation.

Figure [d displays the confusion matrix depicting ground
truth classes (vertical axis) versus the average of predicted
classes over aforementioned models (horizontal axis) after
subjecting to PGD attack with e = 8/255 and 20 attack
steps. Following the heatmap color, the diagonal elements
with the brightest blue shade indicate the lowest number of
correct classifications per class and red color indicates the
highest. Notably, the class C5 (deer) exhibits the lowest
number of correct classifications, implying its vulnerability
after subjecting the models to an adversarial attack. Fur-
thermore, an observable pattern is the brightest vertical line
aligned with the class C4 (cat) indicating that a significant
portion of other classes is being misclassified as this class.

We further evaluate the success rate of PGD-targeted at-
tacks using ResNet-50 [3]] with e = 2/255 and 20 attack
steps on the CIFAR10 dataset. Figure [5] shows the success
rate evaluations of all target classes. The success rate is gen-
erally defined as the percentage of misclassifications tricked
by the classification model under a targeted attack in the de-
sired target class. We achieve a higher success rate of attack
for the target “cat” than that of “deer”. This illustrates that
the “cat” class is more vulnerable to targeted attacks than
“deer”.

4. Discussion

The evaluations demonstrate that assessing the class-
wise properties of a classification model requires consider-
ing both class-wise robust accuracy and CFPS. While the
robust accuracy provides insights into a class vulnerabil-
ity during adversarial attacks and corruptions, it does not
necessarily reflect its class-wise susceptibility to misclassi-
fications. It is crucial to identify the class C5 (deer) with
the lowest robust accuracy, as it signifies the most vulnera-
ble target for attacks. However, this vulnerability may not
translate similarly when facing targeted adversarial scenar-
ios. By examining the CFPS, we gain valuable information



ResNet-18 ResNet-50 DenseNet-169

PreActNet-18 WideResNet-70-16 Natural

0.9 0.9

0.8 !

0.7

r

0.8

o msane o
-

- O ©
@

eme @men
wo e

0.7

)
®
®eo 0 cams o
o« me®
am @spo «
.
.

0.6

o
£
.
.
L)
o eeceeamoce

e o ewmame

wooe

ans

«@we °
L

L

o

@ cexee
@

0.5

o o0 eowe oo
.

®e senem e
® oeesren

®» oo

oo o canae

0.5

Robust Accuracy
cewme »

0.4

o
o
®e o omme
.
.
@omss)»
.
® o » we
»
.
e o commm

0.3

03

° e» onme
.
scaee

0.2

oo omp o)

e awosam
e eoce me w

Guassian Noise
Shot Noise
Speckle Noise
Impulse Noise
Defocus Blur
Guassian Blur
Motion Blur
Zoom Blur
Snow

Fog

Brightness
Contrast

Elastic Tranform
Jpeg Compression
Spatter

0.9

«

- e
1
o

08 0.8

com a0
oo o
-

L)

e

-

.

e e 00 00

0.7

L)
-m
»
ae® W
=)

(]
.
oe

0.6

(]
@emen
cee C
L 13
e

o
en s
.

o ammeo o
2]

06 .

(X3
e
LX)

0.5

o0 o meseew o

o sommse>
as

0.4

0.4

0.3 0.2 L]

oo
oo cmame o
.
°
.
- o ome
e e 00 000

0.2 .

0.2
C3 C4 C5 C6 C7 C8 C9 C10

Classes

C3 c4 C5 C6 C7

Classes

c8 C9 C10 C3 C4 C5 C6 C7

Classes

ResNet-18 ResNet-50 DenseNet-169

c9 c10

Saturate
Frost

C3 c4 C5 C6 C7

Classes

c8 C9 C10 C3 C4 C5 C6 C7 C8 C9 C10

Classes L]

PreActNet-18 WideResNet-70-16 Natural

06 . ° 05

.
. 0.5
04 )

0.4

0.3 . !

0.2

03

CFPS

0.2

® ®en esc
t ]
mem
.

0.1

0.1

om
om ¢
e esame oo
e

H
.
BRI IE

eo@ 1m0

omm es 0

0.0 °

-
cmmoe @
oum oo o

[]
o]
v

oum)

® cmse @ o

Guassian Noise
Shot Noise
Speckle Noise
Impulse Noise
Defocus Blur
Guassian Blur
03{f8 Motion Blur

- Zoom Blur
Snow

Fog

Brightness
Contrast

Elastic Tranform
Jpeg Compression
Spatter

. . °
0.5 . 03 .

0.4

e e 00 00

0.4 H

0.3

024e
0.2 o
]

014® !
a ® s

| o 8 o

we e

0.1

eamen o
«m
° e

e e 0000 0

2
iy |
¢ :.'ilo

0.0 v

C1 C2 C3 C4 C5 C6 C7 C8 C9 C10

Classes

Cl C2 C3 C4 C5 C6 C7 C8 C9 ClO
Classes

C3 C4 C5 C6

Classes

c7 c8

c9 c10

Saturate
Frost

C2 C3 C4 C5 C6
Classes

C7 C8 C9 C10 C2 C3 C4 C5 C6 C7 C8 C9 C10

Classes L]

Figure 3: Class-wise robust accuracies(top) and robust CFPSs (bottom) across different model architectures under corrup-
tions. Robust accuracies are presented in fractions. Some classes with reasonably high robust accuracies tend to easily attract
false positives and are thus overall more vulnerable than expected.
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Figure 4: Confusion Matrix defining ground truth (vertical
axis) versus predictions(horizontal axis) under PGD attack.

on this, for example the class “cat” as the most likely to be
misclassified into (for CIFAR10). A potential reason is that
class C4 (cat) is usually considered a rather difficult class
because of the large intra-class variance in cat images. As a
result, the label “cat” might tend to form a rather complex
decision space, such that decision boundaries to this label
can be easily reached from almost anywhere in the latent
space. While this is a specific example on a specific dataset,
we assume that similar biases exist across different datasets
and models. Models are trained to reach high classification
accuracies on potentially difficult classes while it is partic-

Evaluation of PGD target attack on CIFAR10

Success rate of PGD target attack

Cl C2 €3 c4 C5 C6 C7 C8

Class labels of CIFAR10 dataset

c9

c10

Figure 5: Evaluation of PGD target attack for all classes of
CIFAR10 dataset using success rate.

ularly easy for attackers to fool these models to misclassify
other (potentially easy) samples into these classes.

5. Conclusion

In summary, this work studies both class-wise accuracy
and class-wise false positives of classes to gain a com-
prehensive understanding of class-wise vulnerabilities and
class-biases present in robust models, empowering us to de-
velop more resilient defenses against potential attacks and
corruptions or, at least, to better understand the behavior of
our models under domain shifts.
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